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ROBERT 5. BREWER, Jr.

1
T United States Aftornss , s CLER®, 1 CUST,
. o RICT
o WALFEMANDEA T F( {E«Js‘;w b BY THEE Dy HiCTOFC?\EggRN,A
Assistant United States Aﬁorﬁ . .

' ﬁ’Tz’?j

3t Washingien, D.C. Bar | w:w%
Federal Offics Euﬁdmﬁr

s 880 Tront ‘Stres:-t Room6293

i San Diego, Calitorna 92101-8893

5 M&@g%ﬁﬁ (815) 5466735

Email: Alexandea.F Foster@usdojgov
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Aftorneys for United States of America

UNITEDSTATES DISTRICT COURTY

[&4]
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e ML AR XL AR e et

T LIRNITED STATES {,af AMERICA, Case Mo, 2 Cﬁ{ts 182-BA
11 [

Plamtdy,
12 W PLEA AGREEM \?‘I;

130 KIRILL VICTOROVICHPIRSDY,

14
4 Defendant.

15

16

17 1T IS HERERY AGREED between the piaintiff, UNITED STATES OF AMERITA,

19 |l Assistant Unfied States Attorney, and defendant, Kirtll Victorovich Firsov, with the advice

20 pand consentof igor Litvak, counsel for dedendant, as foliows:
21 ]
Zz
23 Defendant agress o ple
24 Beginning on a date unknown
e March 4, m jhe
2z
defendant Kinll }’amf@ vigh FIR!
26 of accssa deviges, 10 Wi ¥
. customers, knowngly
o solicitztion of buyers {
¥
28 offering and selling said
55
Pliea Agresm&nt Daf. Initlals H v

DEPUTY|

18 Jj through its counsel, Robert S. Brewer, Jr., United States Attorney, and Alexandra F, Foster,
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vipes were oftered and sold via the
{,29( WEYAY and’lﬁfiﬁ{r“} X AXD,

foreign commeres, in thar the acces
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In exchange for Defendant’s guilty ples, the government agress not to prossouge
defendant thereatter on activity velaied 1o this coust, unless Defendant breaches the plea
agreement, or the guilty plea eriers & pursuant o thiy plea agresment & sel aside for any
resson. Defendardt expressly waives all constiutional and statory defenses 1o the
ireinsigtement of any charges dismissed pursuant 1o this agreement, -

1
MAT LE%’ OF THE OFFENSE

A, ELEMENTS EXPLAINED

fendart understandds that the offense 1o which he pleading guilty has the

‘Eﬁ iowing elements:

i Defendant knowingly aided aod sbetted the Svﬁﬁﬁ&ﬁiié_ﬁ{}ﬂ of & person for the
purpose of offering an access device;
2. The comuinal whors Uesfendsnt sided and sbetled, soliched that person

"

withowt authorization of the ssuer of the acosss devics;
3. Defendant acted with the infert to defrand: and
4. Defendant’s conduct in some way affected comrmerce ‘?‘,mraen one state and

anvther siate, or between a state ofthe United Stetes and a forelgn coumiry,

jel

An “socess device” means any pard, 3313135 code, account muanber, electronic sarial
__am&%ea‘, meblle  identification mmiher,, personal identification nuwber, or other

- £ e 5 ’ .. : s g P T T SrU . & g nor '”,
iglecom service, equipment, ot metrument ideritifier, or other means oface
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oney , ot that can be used 10 nitiate 2 transfer
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(o)

B. ELEMENTS UNDERSTOOD AND ADMITTED ~ FACTUAL BASIS

ﬁ Defendard has Billy discussed the facts ofthis case with defense comsel, Defendant

| has commitied each of the elermenis of the crime, and admits that there Is a factual basis for

this guilty plea. The f@i-lewiﬁg facts are true and undisputed: |

i. Up through March 7, 2020, Kiill Fisov was the adminstrator of g ovber platform,

DEER.IO, which catered o cyber criminals. FEsov was well paid for his work

administerng and maniginig DEERLIG.

2. DEER.IO is g Russian-based platform that allows ¢rimingls 1o purchase access to

cyber storefronss and sell legal products or services through the DEER IO platform.

3 SEERE@ started operationg as of at least October 2013, and, a8 of March 2020, had
approximately 3,000 active shops with sales exceeding $17 million.

4. OnMarch 1, 2019, when a person logged imo DEER,JO, 1t looked fke this:

EAr———— FETR

4 :
Hanup Laniiguie wallae 8 e lue pingg peddnng 1341 RvOmey
funEl
“Owr chients have already sarmed ~ 07 -0 0 rubles.

b TSR U YU VAR SRR FORRDUN [t S DUDURUS. SIS SR ¢ B J SRS ISR T
plaiform, from which cybercriminals could advertise and sell thelr products, suchas
1

Def Iniiak ¥ 1

GOCROTIEZIAS
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Pt

harvested credentials and heacked servers, and services, such as zssisteance
performing a panoply of cvber hacking activities.  As defatied above, 2 criminal

I d

could just “sign up,” “configure wallets 1o Teceive funds,” “upload produsts,” and
J ! B P
“get money.”

Cnes shop access was purchased via the DEERIO platform, the site then guided the

Ey

newh~-minted shop owner through an automated set-up o upload the products and

services on offer through the shop and configure crypto-currency wallets o collect
paymerts for the purchasad products and/or services. A cybereriminal who wanted

to sell contraband or offer criminal services through DEER IO could purchase a

storefront directly from the DEER.JIO website for 800 Rubles {approximately |

$12.50) per mounth. The monthly fee was paya%iﬁ by Biicoin or a vanety of online
Russian paymert methods such as WebMoney, a Russian based money transfer
system similar to PayP al,

The shop owner had the option o purchase a storefront name linked to DEER IO or
one iz subdomains, ke DEER.ST, DEER.IS or DEER.EE (e.g., hitps/{SHOP
MNAME] deerdo, such as ONLYFBDEFER.ID,

- SELLACCSS DEER.IE} or a custom name (e.g., https /[SHOP MAME), such as

SQLBAZARSHOP and ISIE RENTS HOUSE), which directed the prospective |

buyer 1o the storsfront nfrastucture hosted on DEERLIG.
Here was the storefrort for SHIKISHOP.DERR.IO, one of the shops on DEER s

platform:

4 Ay
Plea Agreemen ' el Inaks f
2{2{% 182-BAS |

SHIKISHOP.DEER IO and |
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9 Ac ybﬂmmmé wfvhﬁ warted 1o purchase from siorefronts on the DEER.IC website

[
o

could use a web browser 10 navigate to the DEER IO domeah, whick resolved fo the

"y
el
B

DEER.IO storefronts, DEER.IO contamed & search funciion, so mdividuals could

-
et
EEE

search for specific fems or the user could navigate through the websies booking for
news to purchsse. Any purchases were conducted wsing cryplocwrency, such as
Bitcoin, or through Russian-based money transfer systems.

{0.For example, a8 reflected above, a oybercriminal could purchase stolen Uber

N
2]

socounts with 1 bat Uber user’s credit card mformation or siolen Spotdy prembum

o
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k
. Many of these victims were focated in Hurope and the Unfied Siates ~ncluding
5 victims in the Southern Distriot of California | |
5 12.0n or about March 4, 2020, the FBI purchased approximstely 1,100 gamer accowns
, from the DEER.IO store ACCOUNT-MARKET . DEER.IS for am:iar $20 n Bitcomn,
. Tnce paywent wag complete, the FBI obisined the gamer accounts, melhding the
. user name and password for sach account. Out of the 1,100 gamer accounts, 249
. accounts were hacked Company A accounts. Company A confirmed that if a hacker
. | gained access o the user name and password of the user sccount, that backer could
g use that accoumnt. A gamer account provides acoess to the user's media Borary, The
13 wts also offen have Knked pavment _me‘f&md&, sothe backer could use iz%aéﬁimkad
i1 payment method i make additional purchases on the aocouw. Some users also have
12 F subscription-based services attached o thelr gamer accounts.
13 %i‘. 13.Company A is located fn San Diego, California. It operates Inferactive video gaming
14 platiorms, and sells related products and services, Like other video gaming
15 piatforms, L@"ﬁi)ﬂgﬂ’ A users have individual gamer zccounts p priviected by user
‘e mornes and pmﬁw@-ﬁi& Company A condirmed that the 249 sccoumts were actual
17 accows, and af least seven G" thern had besn fagged for potentally frandulent |
g i ﬁ{;tiv%fy on the account
15l - New York on Mareh 7, 2020,
20 advies of rights (in Russian) and
01 ents that he was the ad mmﬁm{m‘
22
4 b the gdvertised mumbers
55 fculated
27
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platform sold at least $1.2 million m U.S.-based siolen formation, to include the

gamer accounts identified zhove!

Defendant understands that the crmme o which he 5 pleading guily camies the
follswing nensiie
mawfm,a DeNAanes

=

a maximum 10 vears in prison;

o

8 maxann 3250 600 fne;

3

a mandatory special assessment of $100;

=R

a term efsupswised release of no more than 3 vears. Defendant understands

that fallure 10 comply with any of the conditions of supervised release may
result in revocation of supervised release, requirimg defendant to serve In
prison, Bpon any such revocation, all or parr of the stetwtory madmum term

of supervised release for the offense that resulied I such term of supervised

release;

E.  restifution o the vicum ofthe offanse forthe fll sznourt of s Josses pursuand
w18 U § 3663A; and |

h Defendant hus been advised by couwnsel and understands that because

defendant s nota eitizen of the UnEed States, ks conviction In this case will
maks 1 practgally meviable and a virtual certaingy that defendans will be

u

removed or deporied from the Unfted States. Defendant may also be dened

f

T Tryitm A D bmn o il o e, A LS N P,
United Btates oifirenshin ang adrgission o the Und Biates m ihe fubae,

DEFED
ands that this 51_&%} wles walves the right to
A, Continue 1o plead not guilty and require the Government (o prove the slements
a regannane dount

P OFirsoy f‘u%f’z’ sanee i s oof 18 UBC See. 102900 sinee the offense
mvolved acesss ’ah} A, and he ransported his lapiop inlo (he Uniled
Spates which was soommission of m’ affense.
. 3 o
Agresment ’ of Iniials S

-
2CROTIE-BAS




Case 3:20-cr-01182-BAS Document 55 Filed 01/21/21 PagelD.272 Page80f 15

=

[y

deferdant; and,
F. Mot iestiy or have any adverse inferences drawn from the failure o testify.
DEFENDANTACKNOWILEDCGES NOPRETRIAL RIGHT TO BE

PROVIDED WITH IMPEACHMENT AND AFFIRMATIVE DEFENSE
ﬁ? FORMATION

-

The Governmnent represents that any information establishing the *iact‘af& mnocence
of defendant known to the unde rsignad prosecutor in this cass has been tumed over o
defendant. The Govemment will contimue fo provide such mformation ssmblishing the
| factual innocence of defendant.

Defendant understands that if this case proceedad ‘mm the Governrment would be

required 1o provide inpeachimert informarion relating to anv nformants oro

In addition, #f defendant raised an affirmative defense, the Government would be required

. -, v d B R 5 . P T oo i Bt

to provide miormetion m 43 possession that suopports such a defense,  Defendant
a

[T S SUIUN SR, LA S TURGER [ MPUNIDS B TR T, g JU JEPS

| AC 0w e,:igafa nowever, thal by pleading gmity  defendant will not be provided this

dant also walves the right o this information. Faally,

U 1o withdraw the guily ples or to file a collateral attack

=7

A “‘sﬂc‘iarﬂ" has mzca afull o ppnnumw to discuss ail the {
: unged and ’ ‘
z—\i:ﬁau

B, Aspesdyand pub}ie trial by ury;

. The assknge o

D, Confrontand ¢

B, Testify and pr esses testily on behalf of |

HETE LTS
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guilty, defendant may be giving up, and rendered imeligible to receive,
valuable government bencfiis and civic vights, such as the right o vote, the
r'ig’m to possess a firearm, the tight io hold office, and the right to serve ona
wry.  Defendant further understands thai the conviction i this case may
bhbj@@tdﬁfﬁi“‘ ant to various collateral consequences, including but not limited
to deporiation, removal or other adverse mrrmgration conssgiences:
ewc-ati n of probation, puel, or suparvised release m ancther casg
debarment fom government contracting, and suspension or revecation of a
professional fcense, none of which will serve as grounds to withdraw |
defepdant’s guilty plea,

B.  MNoone has made any oromiges or offered any rewards in retuwrn for  this

guilty plea, othe aiul tm cordamed m this agreement or otherwise
disclosed o thﬁ Qnm‘zf

€, MNo one has threatened defendant or defendant’s family o induce this  guilty
plea.

Defendant = pleading guilty because in tuth and in fact defendant s guilty
and for no other reason.

by

YiL
AGREEMENMNTLIMITED TOUS f&" TORNEY'S OFFICE
SOUTHERM IMSTRICT OF {CATIFORNTA

This plea agreement B8 ntted 1o the United States Attomey's Office for the Sowtharm

1 4

Dhstrict of California, and cannot hind any other federsl, siate or local prosecuting,

o~

-

administraiive, or regulatory aua-ﬂ@-mms, aiihougn the Government will bring this plea

agreement 1o the aﬁr*rmen of other ﬂimm’n 1::5 1’1 requested by the defendant.

] e e 1) . .
fher that in ’"'}"'Jﬁ)}; T U tervignes, G

sentencing judge must o entencing CGuidelmes {(Guidabines) and

b oo Al g + o 34 P AT, i~
1ake them mio account th defense covmesl and
i3 mEaTy. gndl The
L e ;-“3 L334 10 780
BNPOSS 4§88 severs than otherwise applicabl under the
Ea)
k) G rrsmenm s i .
Plea Aursement et 11‘“{1'113 K
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1 Guidelines, up 1o the masinum in the statwe of conviction., Defendant understands further

1

LAl the sentence cannot be

A o ey 9 EIPNT R, o g i B e B s g s ey ;o
fetermined unidl a2 presentencs voport has besn p:;gmmsﬁ by

i
e,

U5, Probation Office and defense counsel and the Government have had an opporrmity

o rzview and challenge the presentence report. MNothing I this ples agreement shall be
construed ag miting the Government's duty to provide complate and accwste fagts o the

district cowt and the U8, Probation Office.
i
SENTENCEISWITHIN SULE DECRETION J@@‘JK}E&Q&

HeH1YE). Defendant understands that the sentence i within the sole discretion of the

| sentencing radge. The Governosent has oot made and will oot make any represeniation as

to what ssntence defendant will receive. Defendant understands that the sentencing judge

£
' %% may impose the maximum sentence provided by statute, and Is also aware that any sstimate

of the probable sentence by defense counsel s 2 prediction, ot a ?E’Gﬁ”'ﬁ.fsﬁh andd 8 not

e i

| bindmg on the Court, and I I8 uncertain at this thme what defendant’s sentence will be

t - S SN R SN ST Ut ST S e e A,
Detendaid also has been advised and understands that ¥ the sentencing judge doss not

k|

! oBow any ofthe artics’ sentencing recommendations, defendant neverthsless has no vighit
2

i withadzaw the plea.

the Govermment will recommend the following Base Uffense Level, Specific Offense

£ g & a 2
K 4 pey ¢ L v Y gols
LonErRclenstics, SRS

~eni, RS L. e ¥
Apgreemsi LA s :
O TRE “R;ﬁ%

(A3 SR

This plea agreement 8 made pursuant to F aesis:—rimi Rm"* of Criminal Procedus

binding on the Cowt. ikﬁwésa, the recommendation raade by the Government I not |
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, RSP +2 (ZBlL.1

' Outside the US/soph. means  +2 (7811

2 Acgeptance of Responsibiity -3 (3EL
Adjusted Offense Level 23

H

ACCEPTANCE OF R}ES?ONEB LITY

4

. Motwithstanding the above paragraph, the Governmers will not be obligated ©
_ffeecommmend any sdjustment for Acceptance of Responsibisy if defendant engages in
; é condust mgonsistent with acceptance of responsibility inchiding, but pot limited to, the
. i"faﬁawiﬁg:

the ¢

Falsely denies prior e

o .
3. i3

. Mas

1&?”11511?”1 ‘x":'f

1. Fails to inghfully admit 2 complete factual bDasis as

time the plea is entered, or falely

e Crovernment, the Court

Iy -t
B stH Sfﬁﬁfﬂa

den z_lv;“%

inconsistert with, the factual basis set forth in this agreement;

iminal conduct or convictions;

or probation

mai y breaches this plea agreement In any way.

15 . FURTHER A;D?UQTM?NTS AND  SENTENCE &ﬂUQTZONS
> IMCLUDING THOSE UNDER 18 U.5.0, 5 3553

. The parties agres that defendant may request of recorame end addiional dowmward
3 cjustmenis, depariwres, nchding c_mnﬁai nistory departures under USSG § 4413, or
;9 sentence reductions under 18 U.5.C. § 3553, The Government will oppose any such
2u downward adjustments, departuress, and senience reductions not set (orh In Section X,

1
Iparagraph A above.

AGREEMENT A

'f“xj €

i S Y T
DRY CATEGORY
)
rpa i 3 e o Bogm o S JUS T K - -
The parties have s agreemert as to defendant's Criminal History Can@%ﬁ;%’j
23 * B
"] & E) 4 1 B T b T T LN
E "FACTUAL BASIE” AND “RELEVANT CONDUCT IMFORMATION
24
- e S mber Spm § L s} s 1 £y
The parties agree that the {acts in the "fachual basis"” paragraph of this agreement are
Z5
: OO - S S, o 79 S S B S VR
wue, and may beconsiderad as “relovant condust” under USSG § 1BLY and a3 the nature
26 '
3 e T 1R TT & 4V 8 TEG2 00
tand ob crder 18 TR 8 3853 aY 1
%7 i
28
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i a clain of neffective assistance of counsel “‘" “adssm also waives, 10 the fuall extent of
2 {ithe law, any right o appeai or 1o collaterally attack the sentence, sxcept a post-conviction
3 collaresal attack based on a claim of meffective assistance of counsel, unisss the Cown |

4 | muposes a cusiodial se ertence above the high end of the guideline range recommended

5 [ithe Government pursuant to this agreemsnt at the tsne of sem&ncmg,, exchudmg any
s H recomrmended variance. If the custodial senience B greater than the kigh en vd of that rangs,

7 {i Defendant may appeal, but the Government will be free to supporton appeal the sentence
g ljactually imposed. If Defendant believes the Government’s recommendation is not In
5 il accord with this ples agreement, Defendant will object at the tme of semencing; otherwise |
10 Hthe oblection will be deemed waived, |

111 If gt any time Defendant files a notice of 2 appe al, appeals o u,,zzsm.,mL aith g‘ﬁa e

15 Feonviction or sentence n violtion of this plea agreement, said vielation shall be a material

13 1| breach of this agresment &s further defined below.
X5

14 i G 5 ‘-",‘_ Erid. WY TR AT T
- BREACHOF THE PIEA AGREIMEMNT
B Defendant acknowledges, wderstands and agrees that if defendarst violtes or fails
18 46 perform any of defendant's obligations under this agreement, such viclation or failure o
L7 W perform may constinme 3 ; material breach of this agrenmers.
1 g 3 * o >
8 Defendart acknowledgss, undersiands and agrees further that the following nown-
19 || exhaustive list ofconduct by defendant ungues tionably constitutes 2 material breach of this
2 plea agreement:
21 1. Faling o plead mailly pursuant to this agreement;
o 2. Faifing to fully acceptresponsibiily as established n Section X parsgraph
s TS e

B, abo
23 3 Failing
24 . = X

5, Eailm 1 order relaizd (o this cas

23 6. Appealing o el ii}-’* SENtencs T ConVie of
o Section X &, or
=94 ¥ E-ng»:,u i ! erimine! conduct from the thne of arrest unsil the thme |
27 of sentenct
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17 llater pursuss because of 2 materizl breach by the defendent.  Addi ionally, defendant
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1 In the event of Defendant’s material breach of this plea agreement, defendant will
2 [noi be able to enforce any of #s provisions, and the Government will be relfizved of afl #s
3 fobligations under s plea agresment.  For sxample, the Government may pursue any
4 i charges ncluding those that were dismissed, promised 10 be dismissed, or not filed as a
g fresult of this agreement (defondant Agress that any statuie of Bmilations relating to suc

9 | Government's pursuft of remedies for defendant’s breach,

£
i
L

iy Theqbm A4 £ f s T ] THasl P - =y
sigtule, mue 41y of e rederal Rules of Dvidencs, Buls

o
‘-‘;..J

1 Hany evidence derived from any statements sbm}im be suppressed orare madmissible.
“ ENT ﬁ@;‘l’.
3 e T T AU S
L8 pigR amesmend  enmsodes OSTWESE W8 DAETES an
4 4 oy U ed e st e ™ e vy
HEUDSTROOSE B0y LIy agrsdiment, :‘fﬁbm«m 3 G‘A:”'.“
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B plea agreement shall be effective lnless n wridng signed by
g4

;m
B

| Plou Agresrmen

€ icnarges 8 tolled as of the date of this agresment, defendast also waives any double
7 {lgopardy defense to such charges). In addition, the Government may move to set asids

g ji defendaint's gmﬁ;v plea. Defendant may not withdraw the gully plea based on the

o dﬁxtsmm%y defendant agrees that in the event of his material breach of this plea
1 iagreement: (1} any statements made by defendant, under oath, at the guilty plea hearing
2 hibefore either a Magisrate Judge or a District Judge); () the stigaah’a‘iéé_ factual bas
wrerpent m this agresment; and () any evidence derived fom such siatemens, are
4 jadmissible against defendant in any prosecution of or any action aaam-"xi, defendant, This
5 |y neiades the prosecution of the charga(s) that is the subject of this plea agresmert or any

Py S PR | werm et g AP, o . 4 47 - . AR S . %
g ljchargs(s that the DIDsecuton agreed 10 aisnuss or mot tie as part of this agresmen:, but

5 Hmowingly, voluntarity, and inte ligently waives any argument under the. United States
G.L wx.ﬁn

T dare] Tirlea o LTS T 3 P N 1 P
o i Faderal Bules of Criminal Procedurs, and/or any other federal rule, thet the statements o
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£
L DEFENDANT AND COUNSELF fi.m.' UNDBERETAND AGREEMENT
‘ Py signing this agreement, defendant certifies that defendant has read @t {or that
“fhas been read to Him in defendant's native language). Defendant has discussed the terms
4

of this agrsemens with defense cownsel and fully understands s reanis aing and sffsct

o s :

) . A
. DE??NH.@}E SATISFIPDWITH COUNSEL
_ Diefendant bas consulted with counse! and Is satisfied with comnsel's representation.
i
. This s defendant’s independeant opinion, and his. counsel did not advise him about what ©
o 11597 in this regard.
1':;' ‘ hL} ].EJ‘#. X f} ﬁ-g?\ﬂg m‘of__u\ T;:r
- ' Umited Siates Atorney
vz It 121120 |
. DATED : C ALEXANDRA P FOSTER
- Assistant U %] Atiorney
14 ‘
iz / 20 2(9 /4
D TAT sz GOR LA
16 Defe unsel

16 || N ADDITION 70 THE FOREGOTNG PROVISIONS TO WHICH T AGRE
t‘f}r%’btﬁ'ﬁ, Eﬁﬁﬁ@ ?r‘*ﬁ. *%E_,T“’ MT‘ E_}‘T‘:‘T'ﬂ rﬂs‘q‘ 1 }L T }_{‘%g:,g”&a .
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